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 The City of Philadelphia (the “City”) submits the following Reply Comments  

concerning the Motion to Compel Disclosure of Confidential Information filed by 

Broadview Networks, Inc., Covad Communications Group, NuVox Communications, 

Inc., and XO Communications, Inc. (the “CLEC Parties”), as well as the Motion to 

Dismiss filed by Andrew Lipman and Brad E. Mutschelknaus on behalf of their 

clients ACN Communications Services, Inc. and sixteen other CLECs, both of which 

motions were made in response to the Verizon Telephone Companies’ Petitions for 

Forbearance Pursuant to 47 U.S.C. §160(c) filed September 6, 2006.  These Reply 

Comments discuss Pennsylvania requirements restricting use and disclosure of  

E911 information which includes customer names, addresses and telephone 

numbers pursuant to statute and to an order of the Pennsylvania Public Utility 

Commission.  It is fundamental to the operation of the E911 emergency response 

system that such confidential customer data  be protected from improper use or 

disclosure.  In particular, the City requests that any order issued by the FCC 

requiring further release of information by Verizon include a bar on any release of 

any copies of all or a part of the City’s Master Street Address Guide (“MSAG”) used 

in connection with E911 services, or the specific names, addresses and telephone 

numbers of individual customers of telephone companies which derives from 

information provided for E911 use and to which Verizon has had access solely 

because of its role as custodian of the E911 database.  Indeed, Verizon claims that 

the E911 data which it submitted to the FCC in this proceeding “contain no 

customer-level detail, but merely tally the raw number of E911 listings that various 

carriers have obtained.”  (Verizon Comments filed October 30, 2006 in Opposition to 

Motion to Dismiss, p. 2)    With the caveat that such confidential customer 



information and the City’s own MSAG be shielded from disclosure, the City 

supports the motion of the CLEC Parties that Verizon should be required to release 

all other information upon which Verizon bases its Petitions for Forbearance.  

Verizon should release to those parties agreeing to the terms of the applicable FCC 

Protective Order in this Proceeding all information upon which Verizon relied in 

preparing its Petition, short of disclosure of the MSAG and individual names, 

addresses and telephone numbers of telephone company customers. 

The City of Philadelphia has long been concerned that there be adequate 

protections for its citizens that the database developed for the E911 emergency 

response system be reserved solely for such use and that there be clear prohibitions 

on any other use of such information.  The City has also long been concerned to 

protect the integrity of the Master Street Address Guide (“MSAG”) which is owned 

by the City and used in tandem with the customer information provided by the 

telephone companies to provide for emergency response by the E911 system.  The 

City has petitioned the Pennsylvania Public Utility Commission (“Pa PUC”) to 

ensure that telephone companies which are granted access to the MSAG  in 

connection with the provision of accurate customer location information for E911 

purposes agree that they shall not make any unauthorized copies of such data or 

use it for any purpose other than for the E911 system.  After lengthy proceedings 

before the Pa PUC, such an order was issued on May 17, 2000, and on August 17, 

2000 the Pa PUC approved appropriate 911 tariff language to be incorporated into 

the Pa PUC tariffs of the members of the Pennsylvania Telephone Association 

protecting the MSAG and providing that each member telephone service provider 

will not use the MSAG for any purpose that is not directly related to and required 

for the provision of 911 service.  See Attachment A hereto. 

The uses of 911 information have also been clearly stated by the 

Pennsylvania legislature in the Public Safety Emergency Telephone Act, which is 

codified at 35 Pa.C.S.A. §§7011-7021.13.  Particularly, the permitted and proscribed 

uses of telephone records are stated at 35 Pa.C.S.A. §7019, which states in full as 

follows (with bold highlighting added for provisions of  key relevancy): 



 

§ 7019.  Telephone records 

    (a) ACCESS.-- Each telephone service supplier shall provide customer telephone numbers, 

names and service addresses to PSAPs when requested by them for use in responding to 911 

calls and, when required, to providers of emergency notification services and emergency 

support services, solely for the purposes of delivering or assisting in the delivery of 

emergency notification services and emergency support services. Each wireless provider shall 

provide the telephone number and geographical location of the wireless device, as required 

pursuant to the FCC E-911 Order, to PSAPs when requested by them for use in responding 

to 911 calls. Although customer telephone numbers, names and service addresses shall be 

available to PSAPs, providers of emergency notification services and providers of emergency 

support services, and the telephone numbers and geographical locations of wireless devices 

shall be available to PSAPs, such information shall remain the property of the disclosing 

service supplier. The total cost of the 911 system or wireless E-911 system shall include 

expenses to reimburse telephone service suppliers for providing and maintaining 911 

information; provided, however, that nothing in this section shall permit a telephone service 

supplier to be reimbursed directly from the fund for providing and maintaining 911 

information. This information shall be used only in providing emergency response services to 

a 911 call or for purposes of delivering or assisting in the delivery of emergency notification 

services or emergency support services except as provided in subsection (c).  A person who 

uses or discloses ANI/ALI data base information for purposes other than providing 

emergency response services to a 911 call, delivering or assisting in the delivery of emergency 

notification services or emergency support services, or other than as provided in subsection 

(c) commits a misdemeanor of the third degree. 

   (b) PRIVACY WAIVED.-- Private listing service customers in a 911 service district shall 

waive the privacy afforded by nonlisted and nonpublished numbers with respect to the 

delivery of emergency services. 

   (c) IMMUNITY.-- No telephone company, wireless provider or vendor or agent, employee or 

director of a telephone company, wireless provider or vendor that provides information to 

PSAPs, providers of emergency notification services or providers of emergency support 

services shall be liable to any person who directly or indirectly uses the 911 emergency 

service or wireless E-911 emergency service established under this act or provides 

information to 911 systems or wireless E-911 systems with respect to the delivery of 

emergency services: 

   (1) for release to PSAPs, providers of emergency notification services 

   or providers of emergency support services of information specified in 



   this section, including nonpublished telephone numbers; 

   (2) for release to the commission, the Federal Communications 

   Commission or any other Federal or Commonwealth agency with the 

   authority to regulate the provision of telecommunications services, of 

   telephone company information specified in this section that is not 

   already part of public records, including, where applicable information 

   regarding numbers of lines served by an individual company but 

   excluding nonpublic information regarding the company's individual 

   customer names, addresses and telephone numbers; or 

   (3) for interruptions, omissions, defects, errors, mistakes or delays 

   in transmission occurring in the course of the delivery of emergency 

   services or wireless E-911 service under this act, unless such 

   interruptions, omissions, defects, errors, mistakes or delays are 

   caused by the willful or wanton misconduct of the telephone company, 

   wireless provider or vendor, their agents, employees or directors; 

   provided, however, that nothing herein shall preclude the application 

   of any commission tariff or regulation within its jurisdiction 

   pertaining to allowances for telephone service interruptions. 

 

It is noteworthy that the legislature inserted an exception in the general 

provision above restricting use of the information supplied to the Public Service 

Answering Point by the telephone service supplier on customer telephone numbers, 

names and service addresses.  Such information may be used “only in providing 

emergency response services to a 911 call or for purposes of delivering or assisting 

in the delivery of emergency notification services or emergency support services 

except as provided in subsection (c).”    As is seen in the above excerpt, subsection (c) 

at part (2) refers to release to the FCC or other government entity regulating 

telecommunications services of information not already part of public records 

including data concerning numbers of lines served by individual companies, but not 

including individual customer names, addresses or telephone numbers.  To the 

extent that Verizon has merely provided a count of the number of lines served by 

individual companies in support of its Petitions for Forbearance, such use appears 

to be contemplated by the Pennsylvania statute.  However, it would be improper for 



Verizon or any other telephone company to use in this proceeding any records which 

contain individual customer names, addresses or telephone numbers.  Further, it 

would be a violation of the Pa PUC order referred to above if there were any use in 

this Proceeding of the City’s Master Street Address Guide or information obtained 

from it. 



 

CONCLUSION 

 

The City of Philadelphia urges that the FCC protect confidential customer 

data including customer names, addresses and telephone numbers which has been 

provided for use in the E911 emergency response system with the clear 

understanding that its confidentiality is to be guarded.  Further, the City urges that 

the Master Street Address Guide also be protected from disclosure, in accordance 

with the provisions of the Pa PUC orders regarding restricted use of such data.  

Although Verizon is permitted by Pennsylvania law to aggregate the number of 

lines served by a telephone company and to disclose such information to the FCC 

and other governmental regulatory bodies, no disclosure is permitted of individual 

customer names, addresses or telephone numbers.  Verizon should, however, be 

required to disclose, to all entities which agree to the terms of the Protective Order 

issued by the FCC in this proceeding, all other information upon which Verizon has 

relied in preparing its Petitions for Forbearance. 
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